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Social Networking / Instant Messaging
      



Advice for staff working with children

Please refer directly to the Social Media Policy and follow the relevant incident flowcharts when dealing with any incident.

If you are using Social Networking or Instant Messaging (IM) sites:

· Don’t correspond with pupils or have them as your ‘friends / contacts’.

· Secure your site / profile against public access.

· Ensure privacy settings have been configured as securely as possible and remember screen shots and photos can record messages and posts which are subsequently deleted.

· Be aware that any photographs which have been posted can be copied and amended as can any text you have written.
· Consider the way your name appears on your account to reduce the chance of children seeking out your profile.

· Don’t state where you work – use a generic name such as ‘Education’ or state the local authority.
· Don’t include personal details such as email addresses or telephone numbers.
· Be aware that your friends may upload photographs of you and tag them with your name - ensure settings allow you to approve any comments / tagged images.
Telephones and Communication

· Don’t use your personal mobile telephone or home telephone to call pupils or parents / carers unless it is a strict emergency. 
· In this instance, make a log of the call details in your diary. Where possible, withhold your telephone number to prevent disclosure of your personal information.

· Always use your work email address to correspond with parents / carers to ensure that there is a full audit trail of such activity.
If negative posts are persistently posted and may be classed as cyberbullying or harassment, whether this may be you as the victim or a child:
· Report the bullying / inappropriate posts to the service provider (Facebook, MSN Twitter etc)
· Log the incident on the e-incident log.

· If possible, save evidence for future reference (screen prints, text messages, chat logs etc)

· Contact the Headteacher or Designated Safeguarding Lead (DSL). 

· As it is a criminal offence to post information which is defamatory, libellous, or threatens professional integrity, the police may be contacted.
· If the victim and / or perpetrator are children, parents should be informed.

Check your privacy setting, using these Social Media Checklists
Social Networking Guidance

Internet Matters
Digizen – Social Networking 

UKSIC - Safety Features on Social Networks
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