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Staff Device Loan Agreement


____________________School provides computer devices on a loan basis to staff for work related purposes. All devices remain the property of ___________________School and are for the sole use of the member of staff to whom they are issued. If a staff member leaves the employment of ______________School, the device is to be returned to school by the last contracted date of employment.

While the device is in your care the following items should be noted:
External Storage Devices
The use of external storage devices drives e.g. USB stick is strongly discouraged. Where these are proven to be necessary, the school will provide one encrypted USB drive that must be returned when the staff member leaves the employment of the school.
Security and Safety

When using the device, it is the user’s responsibility to handle the device carefully and protect it from potential sources of damage. Devices should not be left unattended and should be secured in a locked boot when travelling or being temporarily left in a parked vehicle.
Staff members must report theft (or suspected theft) of any device, loss or damage to devices, or malfunctioning, including suspected virus or malware, to the _________________________ [insert IT Technician / IT Coordinator/ Headteacher] as soon as possible. Under no circumstances should staff attempt to fix any suspected faults.

The use of wireless networks when at home, or especially when using public WiFi, poses risks to any sensitive information you may enter into web pages or emails.
Software Installation

Borrowers agree not to install software, alter system hardware or software configurations, or otherwise violate the setting’s / school’s regulations. Please refer to IT Policies and Acceptable Use Agreement. Only the [insert ICT Technician, ICT Coordinator and ICT support staff] are permitted to install software on loaned devices. This ensures that the license agreements are adhered to, that we do not exceed the number of licenses we hold for any given piece of software, and that downloads are secure.
Anti-Virus Protection

Anti-Virus software is installed and should be updated regularly when connected to the school server / Internet. Please report any failure to update to [insert ICT Technician, ICT Coordinator and ICT support staff]
Please note that any software patches often require a full reboot to be successfully applied. You must fully power down your loaned device at least once a week to ensure that essential security updates can be applied.
School policies regarding appropriate use, data protection, computer misuse, and health and safety must be adhered to by all users of loaned devices. 
Received by:
_________________________
(Signature)
PRINT NAME:
_________________________

Date:


_________________________
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