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AI Procurement Checklist for Schools
1. Strategic Need and Educational Benefit
☐ Have we clearly defined the educational or business problem we are trying to solve?
☐ Does the AI tool support our school improvement priorities?
☐ Is there evidence that the product improves outcomes, efficiency, accessibility or workload reduction?
☐ Have we considered non-AI alternatives?
☐ Have staff and end users been consulted?
Ask the supplier:
· What specific educational use cases is the product designed for?
· What evidence supports claims about impact and effectiveness?
· Which age groups is it intended for? Notes  / evidence / responses:







2. Safety and Safeguarding
☐ Does the product have robust filtering of harmful or inappropriate content?
☐ Can content filtering be adjusted for age and phase?
☐ Are safeguarding concerns monitored and reportable?
☐ Can the school access audit logs where appropriate?
☐ Does the product prevent users from generating unsafe, harmful or illegal content?
☐ Are there escalation routes if safeguarding concerns arise?
Ask the supplier:
· How do you prevent harmful content generation?
· How are safeguarding incidents reported?
· What human oversight exists? Notes  / evidence / responses:







3. Data Protection and GDPR
☐ Has a Data Protection Impact Assessment (DPIA) been completed?
☐ Has the supplier provided a privacy notice?
☐ Is personal data minimised?
☐ Is UK GDPR compliance clearly demonstrated?
☐ Is student data used to train AI models?
☐ Can the supplier confirm data is not retained longer than necessary?
☐ Is data stored within appropriate jurisdictions?
Ask the supplier:
· What pupil and staff data is collected?
· Is customer data used for model training?
· Where is data stored and processed?
· How can data be deleted? Notes  / evidence / responses:







4. Cyber Security
☐ Does the supplier hold Cyber Essentials Plus, ISO27001 or equivalent?
☐ Is Multi-Factor Authentication available?
☐ Are accounts managed securely?
☐ Is data encrypted in transit and at rest?
☐ Are security incidents reported promptly?
☐ Does the product integrate securely with existing systems?
Ask the supplier:
· How do you protect school data?
· Have you experienced any significant breaches?
· How often are security assessments conducted? 
Notes  / evidence / responses:






5. Intellectual Property and Copyright
☐ Are ownership rights for generated content clearly stated?
☐ Does the supplier provide guidance on copyright risks?
☐ Can users identify AI-generated content?
☐ Are there protections against plagiarism and copyright infringement?
Ask the supplier:
· Who owns content produced by the system?
· What safeguards exist around copyrighted material? Notes  / evidence / responses:




6. Accuracy, Reliability and Transparency
☐ Does the supplier explain known limitations?
☐ Can users understand when AI is generating responses?
☐ Are hallucinations and inaccurate outputs acknowledged and mitigated?
☐ Can important decisions be reviewed by a human?
☐ Are updates and model changes communicated?

Ask the supplier:
· How do you test for accuracy?
· What quality assurance processes exist?
· How should schools manage AI-generated errors? Notes  / evidence / responses:




7. Equality, Accessibility and Inclusion
☐ Has the product been tested for bias?
☐ Does it comply with accessibility requirements?
☐ Does it support SEND learners and staff?
☐ Can accessibility features be configured?
☐ Has the supplier assessed equality impacts?
Ask the supplier:
· How do you identify and mitigate bias?
· What accessibility features are included?
· How has the product been tested with diverse users? 
Notes  / evidence / responses:




8. Pupil Wellbeing
☐ Has the impact on children's cognitive development been considered?
☐ Does the tool avoid creating unhealthy dependency on AI?
☐ Does it support appropriate learning behaviours?
☐ Are emotional and social impacts assessed?
☐ Are manipulative or persuasive techniques avoided?
Ask the supplier:
· How do you ensure the product supports healthy learning?
· What testing has been undertaken regarding pupil wellbeing?
· How do you prevent over-reliance on AI? 
Notes  / evidence / responses:



9. Governance and Accountability
☐ Is there a named senior responsible owner within the school?
☐ Have governors/trustees been informed where appropriate?
☐ Is AI covered within relevant policies?
☐ Is there a clear acceptable use policy?
☐ Are staff trained before deployment?
☐ Is ongoing review planned?
Digital Standards Check
☐ Does the procurement support the school's digital strategy?
☐ Does it align with digital leadership and governance expectations?
☐ Is support available internally or through partners? 


Notes  / evidence / responses:



10. Technical Integration
☐ Does the product integrate with Microsoft 365, Google Workspace or existing MIS systems?
☐ Can access be managed through Single Sign-On?
☐ Does it work with the school's filtering and monitoring systems?
☐ Have infrastructure implications been assessed?
☐ Are support and service levels documented?
Ask the supplier:
· What integrations are available?
· What are the technical requirements?
· How is user provisioning managed? 


Notes  / evidence / responses:



Final Approval Questions
Before purchasing, can we answer YES to all of the following?
☐ The educational benefit is clear.
☐ Safeguarding risks are understood and managed.
☐ Data protection requirements are met.
☐ Security requirements are met.
☐ Accessibility and inclusion requirements are met.
☐ The supplier can demonstrate compliance with DfE AI Safety Standards.
☐ Appropriate governance is in place.
☐ Staff training has been planned.
☐ Total costs and ongoing licensing commitments are understood.
☐ A review date has been agreed.

Notes  / evidence / responses:



Recommended Procurement Requirement
Require suppliers to provide a written response explaining how their product meets each of the DfE Generative AI Product Safety Standards:
1. Stated Purpose
2. Educational Use Cases
3. Filtering
4. Monitoring and Reporting
5. Security
6. Privacy and Data Protection
7. Intellectual Property
8. Design and Testing
9. Governance
10. Cognitive Development
11. Emotional and Social Development
12. Mental Health
13. Manipulation and Influence 
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